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The Promptware Kill Chain
Summary and Thoughts on Bruce Schneier's Paper
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Overview

● Security History
● LLM Security History
● Lethal Trifecta
● Promptware Kill Chain
● Examples
● Defense
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Security History
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Mainframe

Everybody's known and 
why would you do 
something bad?
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Security History

4

Mainframe
Let's do some access 
control for users

User 1 User 2
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Security History
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Nice - the Darpanet allows 
us to connect computers - 
what can go wrong?

Mainframe

User 1 User 2
Mainframe

User 1 User 2

Mainframe

User 1 User 2

Mainframe

User 1 User 2
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Security History
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After the morris worm: make 
sure passwords are not 
easily guessable

Mainframe

User 1 User 2
Mainframe

User 1 User 2

Mainframe

User 1 User 2

Mainframe

User 1 User 2
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Security History
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Great - everybody has their 
own computer now!

Mainframe

User 1 User 2 Personal 
Computer

Mainframe

User 1 User 2
Personal 
Computer
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Security History
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We have internet and 
servers with services - let's 
add some firewalls

Server

Service 1

Service 2

Personal 
Computer

Personal 
ComputerServer

Service 1

Service 2

App 1

App 2

App 1

App 2
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Security History
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Compromised service -> 
Compromised server

Virtualization

Server

Service 1

Service 2

Personal 
Computer

Personal 
ComputerServer

App 1

App 2

App 1

App 2

Service 1

Service 2
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Security History before LLMs
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In fact the same goes for 
applications

Sandboxing

Server

Service 1

Service 2

Personal 
Computer

Personal 
ComputerServer

App 1

App 2

App 1

App 2

Service 1

Service 2
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LLM Security History
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An LLM runs on a server

This is fine…

Server

Claude

Service 2

Personal 
Computer

Personal 
ComputerServer

App 1

App 2

App 1

App 2

Deepseek

Service 2
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LLM Security History
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Let's give access to internal 
data for better results

-> Leakage of confidential 
documents

Server

Claude

RAG

Personal 
Computer

Personal 
ComputerServer

App 1

App 2

App 1

App 2

Deepseek

RAG
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LLM Security History
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MCP to interact with the 
computer

-> loss of sandboxing

Server

Claude Personal 
Computer

Personal 
ComputerServer

App 1

MCP

App 1

MCP

Deepseek

RAG

RAG
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LLM Security History
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OpenClaw links all your 
data sources!

Server

Claude

RAG

Personal 
Computer

Personal 
ComputerServer

App 1

MCP

App 1

MCP

Deepseek

RAG
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LLM Security History
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OpenClaw links all your 
data sources!

Server

Claude

RAG

Personal 
Computer

Personal 
ComputerServer

App 1

MCP

App 1

MCP

Deepseek

RAG
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LLM Security History
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OpenClaw links all your 
data sources!

Server

Claude

RAG

Personal 
Computer

Personal 
ComputerServer

App 1

MCP

App 1

MCP

Deepseek

RAG

https://submetropolitan.com/2017/09/11/welcome-to-submet-or-its-not-okay/

https://submetropolitan.com/2017/09/11/welcome-to-submet-or-its-not-okay/
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https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/

https://simonwillison.net/2025/Jun/16/the-lethal-trifecta/
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Multimodal
Obfuscation

Dynamic from prompt
LLM memories (no executable)

C2 through automatic prompt fetching
MCP, agentic, access to everything

Data, physical (crypto-stealers)
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And you?
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Numbers go up…
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Prevention
Mitigation

Remediation
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Discussion

● Which part(s) concern you?
○ Only coding agents?
○ OpenClaw?
○ Your own developments?

● Where to go?


